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K-12 teachers and students are vulnerable to cybersecurity
attacks and mostly ill-prepared to deal with them. The CO-
VID-19 pandemic has only increased these risks because of
the reliance on digital technology in education and increased
free time young children and adolescents spend online. Si-
multaneously, the U.S. is facing an extreme shortage of cy-
bersecurity professionals. Given the rise of cyberattacks and
the need for cybersecurity professionals, a concerted effort to
prepare preservice teachers to integrate cybersecurity educa-
tion across the K-12 curriculum is needed. In our vision for
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2025, all preservice teachers across the country are prepared
to integrate age-appropriate cybersecurity concepts, skills and
career awareness in the curriculum regardless of their content
area or grade level specialization. We propose a repository of
stand-alone activities and full curricula developed through
collaboration among K-12 educators, teacher educators, and
cybersecurity experts that could be adopted across teacher
education programs. We use the elementary grades as a con-
text for providing examples of some activities that might be
included in the repository. We also provide recommendations
for developing such a repository and for individual teacher
educators who want integrate cybersecurity education in pre-
service teacher education right now.

INTRODUCTION

The COVID-19 pandemic has resulted in an increased reliance on digi-
tal technology in education, which led to unprecedented cyberattacks on
educational institutions including colleges and universities (Whitford, 2022)
and K-12 schools (Attanasio, 2022; Levin, 2022). In addition, the pandem-
ic has increased the free time young children and adolescents spend online
which has, in turn, increased cyberattacks (FBI, 2020; Jargon, 2020), in-
cluding attacks on young children involving financial (Chalk, 2022) and so-
cial emotional (Perez, 2018) consequences.

The aforementioned attacks coupled with other cybercrimes would
constitute the world’s third-largest economy after the US and China and its
costs are expected to reach $10.5 trillion annually by 2025, up from $3 tril-
lion in 2015 (Morgan, 2020). These annual costs are exponentially larger
than the damage inflicted from natural disasters in a year, and hackers’ prof-
its today account for more than the global trade of all illegal drugs com-
bined.

Despite the prevalence of and consequences from cyberattacks, the Na-
tional Initiative for Cybersecurity Education reports that the US has almost
464,420 unfilled cybersecurity positions (CyberSeek, 2021). Some point to
an unbalanced professional demographic as directly attributing to the lack
of US cybersecurity professionals (Shumba, 2014) with the U.S. Bureau of
Labor Statistics (2021) reporting that only 11% of information and security
analysts are women and only 12% are African American.
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During the height of the pandemic, President Biden elevated attention
to the nation’s cybersecurity challenges by issuing an Executive Order (U.S.
Government, 2021) stating that “incremental improvements will not give us
the security we need; instead, the Federal Government needs to make bold
changes and significant investments in order to defend the vital institutions
that underpin the American way of life.” To address the cybersecurity chal-
lenges in K-12 education, the US Department of Education and its Readi-
ness and Emergency Management for School Technical Assistance Center
(REMS) have released a number of factsheets, guidelines and other publica-
tions for K-12 education leaders and IT professionals such as “Cybersecu-
rity Considerations for K-12 Schools and School Districts” (REMS, 2017).

We contend that teacher education programs need something similar
to an executive order to support teachers and students in addressing cyber-
security at school and in the home and in promoting cybersecurity career
awareness. The little research related to cybersecurity and K-12 teachers
and students is alarming. One of the largest studies involving 2703 students
and teachers from 17 states classified K-12 teachers and students as high-
risk for cybersecurity attacks based on their performances on cybersecurity
judgement tasks with students performing worse than teachers and younger
students performing worst of all (Yan et al., 2021). This study also found
that cybersecurity judgement can be improved with education, support, and
practice (Yan et al., 2021). Another study with 329 children aged 8 to 11,
showed that participants generally felt safe online and thought highly of
their ability to protect themselves. Yet, they were unable to articulate dan-
gers they might face online or strategies they might take to protect them-
selves. These results were exacerbated for boys and younger children (Ma-
caulay et al., 2021).

Some efforts to combat the lack of cybersecurity knowledge and short-
age of cybersecurity professionals are underway at the K-12 level. In many
cases these efforts begin in secondary school. For example, curricula for
high school teachers have been developed (Javidi & Sheybani, 2018) and
summer camps for high schoolers have been offered (Chen & Mosely,
2019). GenCyber is one such summer program that provides cybersecuri-
ty experiences for students and teachers at the secondary level and paves
new pathways for broadening representation in cybersecurity related degree
programs and careers (GenCyber, n.d.). In addition, New York has Com-
puter Science and Digital Fluency Learning Standards that include a sec-
tion on Cybersecurity (New York Department of Education, 2020) and K-12
teachers are a secondary audience for Association for Computer Machinery
(ACM) curriculum guidelines for postsecondary degree programs (ACM,
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2017). Fewer attempts have been made to bring cybersecurity knowledge
and career awareness to elementary students but recent results suggest el-
ementary students are capable of learning cybersecurity concepts and un-
derstanding about cybersecurity careers (Antonenko et al., 2022; Dawson &
Antonenko, 2021).

While cybersecurity education in K-12 schools is sporadic, efforts in
preservice teacher education are almost non-existent even though schol-
ars identified preservice teachers’ lack of cybersecurity knowledge over a
decade ago (Pusey & Sadera, 2011). Cybersecurity is on the periphery of
ISTE’s Citizen Standard for Educators with the phrase “model and promote
management of personal data and digital identity and protect student data
privacy” but otherwise absent from preservice teacher education standards
and curricula. Given the rise of cyberattacks and the need for cybersecurity
professionals, a concerted effort to prepare preservice teachers to integrate
cybersecurity education across the K-12 curriculum is needed.

VISION

In our vision for 2025, all preservice teachers across the country are
prepared to integrate age-appropriate cybersecurity concepts, skills, and ca-
reer awareness in the curriculum regardless of their content area or grade
level specialization. Consequently, teacher educators need the knowledge
and resources to prepare their students to be cyberaware and cybersmart
citizens of the 21* century society. One could note that teacher education
programs are already packed with content, standards, and accreditation re-
quirements but we argue that these programs cannot afford to ignore such a
salient and societally important area.

Cybersecurity can be simply defined as protecting information online
and cryptology, or the science of making and breaking secret codes, is con-
sidered the backbone of cybersecurity (Paar & Penzl, 2010). Within these
simple definitions are innumerable opportunities for teacher educators to
bring cybersecurity education to preservice teachers who will then bring
this content into K-12 schools. We envision a repository of activities and
resources developed in collaboration with teacher educators, K-12 teachers
and cybersecurity experts and aligned with relevant guidelines for teaching
cybersecurity such as the NICE Framework for Cybersecurity Workforce
Development (National Initiative for Cybersecurity Careers and Study, n.d.).
After reviewing standards such as the NICE framework, separate standards
for teachers related to cybersecurity education may need to be developed.
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The repository would take advantage of existing resources (e.g., Common
Sense Media) and also include new resources. In addition, we envision a
mix of stand-alone activities and full curricula that could be adopted across
teacher education programs, similar to how activities and entire curricula
are now integrated to support Computer Science education in K-12 class-
rooms. We also envision a process by which teacher educators are provided
support and guidance to both develop the relevant content knowledge and
plan to integrate cybersecurity education; possibly through graduate certifi-
cates or micro credentialing (Burrows et al., 2021).

It may be helpful to think about specifically connecting cybersecurity
to content areas and grade levels and to break cybersecurity teacher edu-
cation into two areas: (1) skills and knowledge, and (2) career awareness.
Although younger students have been shown to be vulnerable in cyberspace
(Macaulay et al., 2021; Yan et al., 2021), few resources are available for the
elementary grades. Young children can successfully learn about cybersecu-
rity (Antonenko et al., 2022; Dawson & Antonenko, 2021) and we provide
a few examples of the resources that might be available in the repository for
elementary teacher educators.

Engaging students in making and breaking secret codes (i.e., cryptolo-
gy) is a high interest, interdisciplinary way to introduce elementary students
to cybersecurity (Antonenko et al., 2022). Teacher educators in an elementa-
ry social studies methods course could introduce cryptology when preparing
preservice teachers to teach about World War II through discussion of the
Navajo Codetalkers and WAVES (Women Accepted for Voluntarily Emer-
gency Service). The Navajo Codetalkers were Native American people em-
ployed by the military during the war to use their oral language as a means
of secret communication that was never deciphered during the war. WAVES
was a little-known women’s branch of the U.S. Naval Reserve where wom-
en were responsible for encoding and decoding messages intercepted during
the war. Social studies educators could also discuss the importance of codes
and symbols across different cultural contexts and how codes relate to mod-
ern cybersecurity. For example, one activity we developed for elementary
students involves decoding the symbol for wisdom across Adinkra, Navajo
and Ancient Chinese cultures (see Figure 1).
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Figure 1. Symbols for Wisdom Across Cultures.

Teacher educators in an elementary language arts methods course could
discuss techniques for deciphering secret messages and passwords such as
frequency analysis which requires codebreakers to know the most common-
ly used letters in a particular language and how those letters most typically
combine together to make words. Frequency analysis has connections to
morphological awareness and can provide additional and stealthy opportuni-
ties for children to engage with the morphology of reading. In fact, preser-
vice teachers could be guided to further promote stealth reading practices by
introducing the two common types of ciphers. Substitution ciphers such as
the Pigpen cipher used by the Freemasons substitute a symbol for each let-
ter while transposition ciphers such as Scytale used by the Ancient Greeks
rely on transposing letters around a war belt (or other appropriately-sized
cylinder) to decipher messages. See Figure 2.

A=_1 B=U c=L

Figure 2. Pigpen Cipher and Scytale.
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Elementary math educators can teach the concepts of positive and neg-
ative numbers and mathematic formulas using a Caesar Wheel which was
developed by Julius Caesar to send secret messages to his generals in
the field (Lunde, 2009; see Figure 3). Ciphers and codes are discussed very
thoroughly in a mathematics focused curriculum aimed at middle schoolers
in afterschool programs, called CryptoClubs (Beissinger & Pless, 2018).

Figure 3. Caesar Wheel.

Elementary science educators could teach about acids and bases while
students use invisible ink to encode and decode secret messages. Baking
soda and water form the base of the invisible ink that allows students to cre-
ate secret messages or symbols. Then, other students brush grape juice (the
acid) over the secret messages to create a chemical reaction called neutral-
ization that reveals the secret message (Xu, 2021).

Technology integration instructors could use ropes to help preservice
teachers create a hands-on model of a working network and model how
home networks could become vulnerable. Ropes represent edges in the net-
work and notecards represent data packets. Students act as nodes, routers,
or switches. First, a network is created by randomly distributing the rope to
students. Then, students write a message on the notecard to identify a source
and destination of the data packet. Sending the notecards down and along
the ropes from the source to the destination allows for multiple opportuni-
ties to discuss the inter-workings of networks (e.g., routing, out-of-order
delivery, packet loss, and man-in-the-middle attacks such as eavesdropping,
packet manipulation, and packet dropping).

Finally, technology integration instructors could introduce concepts
such as social engineering in which one’s language and personal informa-
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tion can be used to steal passwords. We use the example in Figure 4 in an
elementary cybersecurity curriculum we developed. The curriculum is an-
chored in a comic book (Wusylko et al., 2022) and the main characters must
use the information in a letter from the pocket of a spy to figure out how to
get into his briefcase.

Tnitially we thought it _
was a clue to the combination
locks on the briefease, but
that proved fo be a dead end.

Dear Daddy.

We miss you! Gretchen's 10th |
g binhday is coming

up in three days. .

Wish you could be here for it! §

Maybe this can be
lof assisfance. We recovered
it from the soldier
bearing the briefcase.

We hope the war will be ovel
«very soon!

-
Mary and Gretchen.
15 March, 1943,

Social engineering activity begins in the comic book with Alan Turing A simulation with hints scaffolds the children to figure out the password
showing the girls a note from the jacket pocket of a spy for the spy’s briefcase.

Figure 4. Social Engineering Activity.

The repository could also include online profiles of individuals with
different strengths and interests and diverse representation in cybersecurity
related careers. These may include language analyst, network penetration
tester, network traffic analyst, crypto engineer, cybersecurity researcher and
so on. For instance, the US National Security Agency is currently creating a
collection of short and easy-to-understand videos discussing cybersecurity
and cryptography careers (NSA, n.d.). Discussions of cybersecurity careers
could be addressed in many K-12 subjects mentioned above. Additionally,
teachers could integrate cybersecurity role model visits to increase students’
awareness of the many career pathways available to them. Gender and race
matched models are known to be particularly effective in terms of impact-
ing student interest, identity, and self-efficacy for careers (Buck et al., 2008;
Zirkel, 2002).

IMPLEMENTATION

Getting teacher education programs and teacher educators to buy into
the interdisciplinary integration of cybersecurity education is a tall order,
however, we have preliminary data to suggest preservice teachers would be
receptive. We integrated a cybersecurity module into 4 sections of a Spring
2022 technology integration course for elementary majors and preliminary
analysis suggests that preservice teachers went from thinking the topic was
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somewhat irrelevant for elementary students to thinking it was an impor-
tant (and fun) topic to integrate across the curriculum. Preservice teachers’
self-efficacy about their ability to integrate cybersecurity in the elementary
curriculum also improved. We also have data that suggests K-12 educators
would be receptive to integrating cybersecurity skills and career awareness
with educators saying this is a “game changer” especially for their female
students. These educators worked with over 200 elementary school-age
students — 73% girls — from diverse backgrounds and results suggest they
enjoy learning about cybersecurity, rise to the challenge of encrypting and
decrypting information using different ciphers and codes and transfer cyber-
security knowledge and skills to real-life (Xu et al., 2022).

A first step to reaching our vision for 2025 is to disseminate informa-
tion about cybersecurity education in major teacher education outlets such
as journals like the Journal of Technology and Teacher Education (JTATE),
Contemporary Issues in Technology and Teacher Education (CITE), the
Journal of Research on Technology in Education (JRTE), the Journal of
Digital Learning and Teacher Education (JDLTE), and at professional con-
ferences.

Simultaneously, efforts must begin to compile a working group of
teacher educators, K-12 teachers and cybersecurity experts interested in
making the vision of a repository for preservice cybersecurity education a
reality. The following action steps are recommended points for the working

group:

Identify potential funding sources for the repository.

Identity national and state standards that align with cybersecurity

education.

3. If necessary, develop standards specific to cybersecurity education
for teachers.

4. Identify existing cybersecurity education resources.

5. Develop a mechanism by which curricula and resources can be
submitted to the repository.

6. Develop a mechanism by which curricula and resources can be
vetted.

7. Develop strategies to cross-walk the curricula and resources with
standards, content areas, and grade levels.

8. Create opportunities for teacher educators to learn about the reposi-
tory.

9. Create credentialing opportunities for individual teacher educa-

tors and for teacher education programs committed to integrating

cybersecurity education.

D=
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This repository will take time and effort to develop. In the meantime,
we encourage teacher educators to work within their own courses and pro-
grams to include cybersecurity in preservice teacher education. We offer the
following suggestions to make these efforts most productive:

1. Demonstrate that cybersecurity careers are very diverse and
welcome people with unique strengths in a variety of areas such
as visuospatial reasoning, ability to identify patterns in text and
numbers, knowledge of foreign languages and linguistics etc.

2. Align cybersecurity integration with workforce development
frameworks such as the NICE framework (mentioned above).

3. Explicitly prepare preservice teachers to support self-efficacy and
identity development for cybersecurity education and careers.

4. Relate cybersecurity integration to other approaches to broaden
participation of women and underrepresented cultural minorities in
STEM (i.e. NSF INCLUDES).

5. Highlight the relevance and importance of cybersecurity
knowledge and skills across K-12 curricula by aligning
cybersecurity integration with existing content area standards
(NCSS, NCTE, NCTM, etc.).

6. Develop situational interest for preservice teacher (and eventually
K-12 learners) by adopting situated and anchored instruction dur-
ing cybersecurity integration.

The combination of disseminating cybersecurity information in teacher
education journals, compiling a working group of teacher educators dedi-
cated to creating cybersecurity repository, and including cybersecurity in
preservice teacher education programs will achieve our vision. By 2025 we
hope that all preservice teachers across the country are prepared to integrate
age-appropriate cybersecurity concepts, skills and career awareness in the
curriculum regardless of their content area or grade level specialization.

CONCLUSION

The lack of K-12 educational opportunities for cybersecurity in light of
the increase in cybercrime during the COVID-19 pandemic coupled with the
desperate need for increasing the number and diversity of cybersecurity pro-
fessionals, present a challenge to teacher education we cannot afford to dis-
miss. While much work needs to be done between now and 2025, we have
outlined a vision to help prepare teacher educators and their future students
to meet this global challenge.
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